1)

Site Sysinternals.com

File Name DiskMon.zip

Install into C:\diskmon and simply run the exe file diskmon.exe.  After running it will show us all the disk activity that happens in 7 columns. It tells us whether we are reading or writing to which sectors on our drive. It does not mention the drive as C or D but physical as in 0. It does not tells us the name of the program writing to the disk as its name is Disk Monitor. A useful feature is Options, Minimize To Tray which places the application on the Task Bar  and displays as a red light for write and  as a green light for read activity that takes place on our hard disk. A useful tool to show that our hard disks are always being written to at all times. It also tell us that doing dir in a directory produces disk access only on the first  attempt. This is as it now reads from cache memory and not disk. On Windows 2000 this program uses kernel event tracing and no device drives to show its magic. The SDK comes with a sample TraceDmp on which DiskMon is based. 

2)

Site Sysinternals.com

File Name NTFileMon.zip

We extracted the zip file into C:\fiemon. This is a more useful program that tells us what files are being open by which program. By default file monitoring is on which can be put off by using the menu option File, Capture Events. This toggles monitoring on and off. There are 7 columns by default which tell us which program name is opening which file and for what.  What we did not realize is that windows opens a zillion files all the times and hence our display keeps scrolling all the time. We thus clicked on options filter and in include we placed a * to include all files and in exclude we wrote javaw;gcasserv;gcasdtserv;explorer; specifying that these programs on our machines produce too much output and thus exclude them from the display. Your mileage may wary depending upon the programs running on your machine. The point is to include all programs that open files and exclude ones that come in our way. When we ran notepad and then asked it to open a file aa.txt it displayed the full path name and also the file size. The Request column calls it a FASTIO_QUERY_STANDARD_INFO. Right mouse button process properties on any program also gives us the command line parameters that this program was executed with. In our case we get "C:\WINNT\system32\notepad.exe" aaaa.txt as we specified the file aaaa.txt as a parameter. By default it traces all activity on C and D drive and if we click on Volume and Volume C we put file monitoring off. Any Dll that gets opened is also flagged in the output. An ideal program to tells us which files are being opened and what is being done to them. This program tracks open, read, write or delete with a timestamp. We can either see the actual time of access or a duration.  All sysinternals programs let you search and save output to a file. 

3)

Site  sysinternals.com

File Name handle.zip

We unzipped it into c:\handle. Running the program handle by itself gives us too much output. It tells us every program running on our machines has what opened which files.  Thus handle –p not will display open handles only for those programs beginning with not. It does not display the file name only name of directory. Thus not very useful. 

4)

Site sysinternals.com

File Name listddls

Unzip into C:\listdlls. As the name suggests it tells us which dlls have being loaded into memory by each program. This is a very voluminous output that tells us that notepad is loads 17 dlls. It also gives us the memory location at which the dll has been loaded called base, it version number , its size and full path name. 

5) 

site sysinternals.com

File Name ntpmon.zip

Unzip to ntpmon.zip. This program also comes with a sys file or a device driver. When we run the program ntpmon and then notepad it tells us that a program Explorer gets called with a parameter notepad and a action Process Create. Then notepad in turn creates 3 threads and we are presented with the thread ids. We are also informed of a thread delete. Thus each time a process or thread is created or dies, our program gets notified. Process Delete gets called  when we quit out of our program. Thus this program is used to monitor process on our computer. The device driver uses hooks which get called each times a program or thread is created or dies. 

6)

site sysinternas.com

File Name ntregmon.zip

Unzip in ntregmon. This program tells us all the registry activity that takes place on our machines. Thus it shows us which registry entry has been changed or accessed and the value placed there. We opened a registry entry and wrote Vijay Mukhi and this is what we got in ntregmon.

110.36763763
regedit.exe:2144
SetValue
HKCU\SOFTWARE\Dekart\(Default)
SUCCESS
"Vijay Mukhi"


The program name that wrote to the registry regedit, SetValue means that we wrote to the registry, the registry key. In our case the key was Dekart in Software under Hkey Users.  Wildcards and filters work in the same way. 

7)

site sysinternas.com

FileName  autoruns,zip

Unzip in C:autoruns. There are two exe files autoruns which has a gui and autorunsc which is a command line program. We start with autoruns which gives us a list of programs that start each time we start windows. Knowing this is important so that we can monitor which programs run at startup. There is no one place which windows looks for programs to run automatically. These programs names could be placed in different registry entries as well as files like autoexec.bat. The order shown is in which they would be run by windows. A lot of places like autoexec.bat are now there for historical purposes.  The registry keys are Run, RunOnce. Other locations are auto-start services, Winlogin notifications etc. The msconfig utility bundled along with Windows xp does not show as many programs. This program also allows you to uncheck the check boxes so that the program does not load at startup. If you click right mouse button on a registry entry and then choose jump. You land up in the registry entry using regedit. Choose a registry entry that has some program names to verify that it works. 

8)

site sysinternals.com

File Name rootkitrevealer.zip

9) 

site www.sysinternals.com
File Name procexpnt.zip

Unzip to c:\procexpnt and run program procexp. To start with it gives us a list of programs currently running on our machine. At the bottom of the screen the status line tells us our % CPU utilization and the running of processes running. It gives us the name of the process, its PID, company name and cpu utilization. Choosing Options, Replace task manager will make sure that our programs gets called instead of task manager. Also File, shutdown allows us to restart, logoff etc. View, Opacity does not make sense as if we choose 10%, we can see though our program which makes sure that nothing is seen. No opaque is best. Some options are best left alone.  Choosing a file and then double clicking tells us lots of dope about the file. This includes strings found in the file, the number of threads it has created, usage of heap and stack memory etc. The TCP/IP tab allows us to view the network connections the program has opened. The menu option View, Lower Pane View, Dll’s allows us to see all the memory mapped files and dll’s that the selected program has opened.  Process, set priority lets us change the priority or the number of time slices offered to our program. We can also kill or suspend a program using the Process menu. Choosing a dll in the lower pane activates the Dll menu where we can see all the other details of the dll. Double clicking on the dll produces the same result. 

10)

Site www.sysinternals.com
File Name portmon.zip

Unzip to c:\portmon. This is a program that lets us monitor serial and parallel ports. The only hitch is that the port must not be in use. Capture, Ports gives us a list of ports and we cam select the ports we want to capture. We capture com1 port where we connect our modem. When we connect to the net we can actually see our user id and password go across in the clear and learn more about the ppp protocol. Options show hex shows us the bytes in hex and not in ASCII. We connect to google and see the bytes being send and received to learn more about the http protocol. A port spy can be used to see the data going across a port. The request column tells us whether it is a read or write. Edit, Max output bytes allows us to decide the number of bytes that will be logged. The default of 64 is too little. Using the computer option we can connect to a remote computer. As we installed bluetooth on our machines, this showed up as a serial port.  The Input/Output controls are called IOCTLs.  This program also uses a device driver to work.

11)

site www.sysinternals.com
File Name tcpview.zip

Unzip to C:\tcpview. This program tcpview shows us a list of programs that have currently open sockets or endpoints, TCP or UDP. Start a fresh copy of IE and you can see that it opens both UDP and TCP ports. It also show us the remote address it is connected to and the current state of the connection.

12)

Site http://www.sysinternals.com/files/bginfo.zip
We unzip into C:\bginfo. This program gives us a lot of basic data about our system like our IP address, windows version, free space, boot time on our desktop. When we run bginfo, we can add and subtract options that will be placed on our desktop by choosing the field and clicking on add. Clicking on apply will display the fields on the desktop. The position button lets us decide where it will show up on the desktop. Every desktop should display this data instead of some dumb wallpaper. 

13) 

site http://ntsecurity.nu/downloads/inzider.exe
When we run the installer it creates a menu in the Start menu and activating it takes some time. It then takes every program that is running and finds out what ports that program has opened. 

Checked C:\Program Files\Internet Explorer\IEXPLORE.EXE (PID=2320)

  Found UDP port  4052 bound at 127.0.0.1 by C:\Program Files\Internet Explorer\IEXPLORE.EXE (PID=2320) [UDP client]

For example IE opens a UDP port on our machine. This program is useful as it tells us what ports are opened by which program so that we know who is doing what networking activity on our machine.

14)

Site http://www.zonelabs.com/store/content/company/products/trial_zaFamily/trial_zaFamily.jsp?lid=zassskulist2_trial
File Name zaSuiteSetup_55_094_000.exe

When we install this program it asks us a zillion questions and then installs the entire zonelabs products including a anti virus product. After re booting the machine, zone labs automatically starts up. Each time some product either acts as a server or connects to the net, it za informs us and asks for our permission. This way we know who all are accessing the net. Vice Versa if any packet is trying to enter our system, a dialog box pops up. While we were writing this tutorial we get a alert saying that Ip address 67.150.117.21 ( UDP port 1028) was denied access. Thus someone advertently or otherwise send us this UDP packet which our firewall blocked. When we right click on the za icon in our tray and then choose block all internet activity, we cannot connect to the net at all. The za icon becomes a lock. Double clicking on the za icon bring us to a screen where we choose firewall. Here we 3 zones, Internet for sites that we are not familiar with, trusted for those networks we know and blocked, those we do not like. When we click on zones we are allowed to add sites to these zones. We then click on add, chose host/site and come to a dialog box.  The zone field is a list box that has two options, trusted or blocked. We chose blocked and then give the domain name, www.google.co.in. We then specify a name as the heading for display. We then click on Ok and from now on we cannot access google India but can access google usa. The ip address option lets us specify a IP address instead of a domain name. We then chose the last tab expert where we specified the rules that our firewall will enforce. We clicked on add and came across a huge dialog box. We simply want to first disable http access. We wrote http as a label in the name field  The action was block from the default allow which would have allowed http access, we want to block http access. We then clicked on the modify of protocol and then add protocol and again add protocol. The protocol dialog box shows us a list of protocols, TCP, UDP etc. we chose the default TCP. For description we write web and then for destination port we choose http. The port number becomes 80 by default. The source port is other as the browser will keep changing the port number by 1 starting from 1024. We then click on ok and finally apply. We are not allowed access to any sites at all, but e-mail access is allowed. We then come back to zone labs and now choose destination, modify and then add location host/site. For description we write Search and then for host name www.google.co.in. When we click on OK, we are not allowed access to google.co.in. If we instead typ www.microsoft.com, we are allowed access. The only thing extra we did was click on apply or the settings do not take place. By doing this we can block e-mail sending i.e pop 3 port 110 but allow e-mail sending smpt port 25. This program also has a anti virus, a junk mail or spam filter etc.

15)

Site http://www.looknstop.com/En/download.htm

File name finalapps.exe

When we run this program it first us the status of our PC and then its ip address, our PC name and how many packets send and received as well as packets filtered. Any program that connects to the net, we are now in a position to block it as we are asked in a dialog box to authorize or block. For some reason, Word tries to connect to the net. When we click on the tabbed dialog box Application filtering we see the applications that we have blocked or given permission to connect. If we click on the tick of IE, it becomes a dot which means that the next ie connects to the net it will ask us. The second column if green means permissions given, click it becomes red, permissions denied. We can also remove the program to repeat the whole process. The first tab tells us the currently running programs. The third tab internet filtering allows us to set rules so that the firewall can block these packets. We then click on Add to add a new rule. The Name of the rule is Vijay. The direction is inbound and outbound as we want to stop all internet traffic. For tcp UDP port and choose Equals. We then  chose http port 80 in next lixt box which gives us a list of port numbers and the services that run on them. We could have also specified a range of port numbers in the first list box. We click on  Apply and now all http access is blocked. We double click on Vijay1 and then choose Destination IP address. Here we choose in range A-B. We know that google India is in the range 64.233.187 and the last may vary. We thus write 64.233.187.0 in the first list box and 64.233.187.255 in the last. Now google is blocked but not Microsoft. If we click on the second column, the red become a dot, the rule is disabled. Clicking on the check box of rule set also disables the rule.  The next tab log tells us what is going on like any log does which is tells us which rules were applied at to what sites. This is how we can figure out who has been attacking our site. 

 16)

Site  http://www.armor2net.com/free_download/download.htm

FileName armor2nt.exe

Like all firewalls this one is also a device driver that requires a boot. It also asks us whether to allow or deny programs access to the net. It also remembers which programs have been given access and thus will not nag us each time. We then connect to google and at the bottom of the start screen we see all network activity with a line that says IE has connected to site google and it is a outbound connection not inbound. The program filter tab shows us which programs have permissions to connect to the net. Here we have three possibilities, ask, block or allow. At the bottom of the screen there is I want, block some site. We click on Add and write the name of the site www.google.co.in , click on ok and that site gets blocked. 

17) 

site  http://www.deerfield.com/download/visnetic-firewall/index.htm
File Name vfsetup.exe

When we double click on the application in the tray, it shows us screen where we click on ports in the first tab. This is a very useful display that gives us every application running that has bound which port tcp or UDP and the full path name. Thus program javaw binds to 6 ports on our computer. We then click on tab connections and then start IE to connect to google. We see one connection on that tells us the destination IP address and the source and destination ports also.  This display is dynamic as it gives a running commentary of what happened like Syn send etc. The log display is the most useful. If we double click on nay entry, we can see the actual bytes that were send or blocked as the case may be. Not only does it give us the raw bytes in the second column but an english explanation in the first. Clicking on  bytes in the second column gives us a highlighted link in the first.  If we click on Ban list and then right mouse button new, we can specify IP addresses to block. Here give the range 64.233.187.0 to 64.233.187.255 i.e. google which gets blocked. We could also ban from the log menu.  Network adapters shows us two bluetooth and dial up. When we choose dial up and then rules we can set some rules  for internet activity. We click on TCP and then right mouse button new. We choose the protocol this rule applies to TCP. We click on the tab filtering and then for service we chose E-Mail SMTP. The port number becomes 25 by default. We chose the last tab actions and then block.  This prevents us from sending e-mail but not receiving e-mail. We can also see all the rules set by default.

18)

site http://www.agnitum.com/download/outpostpro.html
File Name OutpostProInstall.exe

The outpost firewall like all firewalls asks us for permissions to block or allow applications from accessing the net by specifying their name and which port they want to access. The network activity tab shows us all applications and when they started and which port they are using. The open ports tab shows us 22 open ports on our machine and which applications are using that port. We opened a copy of IE and one more entry got added to the open ports list. If we click on Allowed and then Detailed log we see a lot of detailed logs showing us network activity. The log also shows us that the outpost firewall connects to its web site.  Rules etc are similar to what we have done before. Program does not uninstall.

19)

site www.sisinternals.com
file name rootkitrevealer.zip

We unzipped it into C:\rootkitrevealer and ran the exe file rootkitrevealer. 

Does not run on my machine

20)

site  http://www.europe.f-secure.com/exclude/blacklight/index.shtml

File Name blbeta.exe

Does not do much as it is yet a beta.

21)

Site  http://www.security.org.sg/code/kproccheck.html

FileName KProcCheck-0.2beta1.zip

We unzipped it in C:\ and then ran kproccheck. –p which gave us a list of all active proceses, we get 40. Any program that hides itself by hooking ZwQuerySystemInfomation will be found. Our hiding calc.exe is not detected. The kproccheck –s option shows calc.exe with the words hidden. This option gets a list of processes using the kernel schdelurers list and comparing with that returned by the ZwQuerySystemInformation API .  This API will returns fewer processes if any are hidden. We cannot hide processes from the kernel list or else they will get no time from the processor.  This list of threads link back to the EPROCESS structure. Thus we read each thread using its ETHREAD structure and then find out which process owns this thread.  In our case we get over a dozen hidden processes.  The option kproccheck –d shows us all the device drivers loaded. KProccheck –t shows all functions that have been hooked by some drivers. Normally we should have 0 entries hooked. In our system it tells us that function ZwWriteVirtual Memory has been hooked by driver flttnt.sys. When we run our rootkit, we are told that ZwQueryDirectoryFile is hooked by vijay.sys.  Thus we have a pretty powerful rootkit finder from a site in Singapore.

22)

site http://www.oxid.it/cain.html
File Name ca_setup.exe

Always chose the item tab and then click on the plus. We run the program and then press LSA secrets and then + on the toolbox. This dumps out our dial up networking password like lsadump2 does. We look under the RasDialParams header for user name and password.  Want an English like display, click on modem icon one line above and we will see our dial up networking passwords in English. Or click on Tools Processor information. On the same line, icon processor information tells us more about our microprocessor used. We now choose the Cracker tab and then the plus to give us a list of valid users and the md5 hashes. It also tells us whether the password is less than 8 chars or empty. We chose the user name whose password we would like to crack. And then right mouse button. We see a large list of cracking options and choose brute force NTLM. This will in some time convert the md4 hash of our password into a usable password.  Choosing the right charset saves us some time as the default uses caps and small as well as numbers. In our case we know that our adminstrator password uses only lower case letters. In less than 3 minutes it told us that the md4 hash of  13C4F59B28B70790BF87DC3CD4FEF878 is vmukhi. 
23)

Site http://www.wbaudisch.de/HR5_00.exe
We installed the software and then launched it from the Start menu HRS Version. We click on the two message boxes and then again on start. It tells us how many URLs we have visited in the past and the last visited date and time. This is a display of what is there in our cache.  If we click on mode and then history it asks to restart but displays nothing. The cache display is useful.

24) 

Site http://www.download.com/3001-2085_4-10121832.html

File Name aports.zip

We unzipped this program in C:\aports and then ran the setup.exe program that asks us the same inane questions. Then we ran  the program off the Start menu. This program shows us a list of programs the ports that they have opened. There are a large number of programs that do this, you choose the one you like. Every one needs one such program in ones arsenal. We ran IE and connected to google.co.in. We get one entry in aports which gives the program name Iexprore.exe, its pid, local IP 127.0.0.1, local port 1154. This number will keep increasing every time we connect to a site. The local IP may also be the IP address that our isp has given us. The remote IP will be that of the other side that we have connected to, in this case 66.102.7.147, googles IP address. As we are creating a http connection, the remote port will be 80. Then we have the state, listen means waiting for something to happen, at the end of a connection it will show established. Protocol will be TCP. UDP, ICMP etc and path the full path name of the program. 

25)

Site http://www.r1ch.net/stuff/ftrace/wftrace.exe
We simply run the exe file and in the text box Command Line we write www.google.com and then click on Start. This button now becomes abort. We are shown a list of routers that are on the way to the google. On the way to google it takes 12 routers and 544 ms. Not all routers have names. Tracert.exe from windows gives us exactly the same output. 

26)

We ran rsdemo_en_20.exe which installed the rsdemo program. When we ran it off the menu it gives us in the left pane a list of hard disk drives. We choose e: in our case which is our flash drive which we freshly formatted and created one file vijay.txt in it. We then click on Tools, Enable Write to allow us to write to it. The system gives us a warning which we ignore. The default is no writing to our drives. We then right mouse button E: and if View/edit does not show, we click on refresh. Then we again click with the right mouse button and Choose View/Edit. Here we see the boot record of drive E. We again click on Tools and once again enable Write Access. Same warning twice. We then click on edit/find and here we search for vijay. We are taken straight to the directory entry of vijay. If we press enter once the cursor blinks so taht we are allowed to change the value. Edit Save changes will write the values to disk. 

We downloaded the Nikto web scanner from the site http://www.cirt.net/nikto/nikto-current.tar.gz. We unzipped into C: and then ran our first scan as

Nikto.pl –h 70.0.0.10.

The Nikto web scanner comes as a perl program and the –h option is the name of the host running our web server. We then scanned the other machine on our network as

Nikto.pl –h 70.0.0.2. 

This machine runs apache and we get a whole host of different messages. Nikto is an open source product written in perl and on windows we had to install perl from ActiveState. The docs tell us that there are over 3200 checks that are done by Nikto. Nikto makes no attempt to hide itself while conducting its tests and thus any ids can know that a Nikto scan is in progress. Forget about an Ids a human going to the logs will recognize a Nikto scan. As of now it does not conduct itself in a stealthy manner. It tries to finish the  job in shortest time span possible. However Lib whisker has a large number of anti ids methods that Nikto supports. All networking is handled internally by Lib Whisker. Not all output generated by Nikto is a security problem as we get a large number of messages. Some are just for information only and for the reminding the web master that he may not be aware that these items are on the server. Nikto stores all exploits in a database which can be updated and we can also write our own plugins like nessus.

Nikto.pl –h 70.0.0.10 –p 80-90

When we give a port range with the –p option, Nikto will first search for a web server running on ports 80 to 90. At times people do not run a web server on port 80 so this option first asks Nikto to search for a web server.  The –e option can be used to fool or evade an Ids. We have written on these evasion methods on our piece on snort. It’s a cat and mouse game, the new anti Ids evasion techniques fool the current generation of ids’s. These ids’s guys spend sleepless nights to upgrade the ids to catch these newer techniques. Its is never ending game.

We downloaded our honey pot kfsensor10.exe from site www.kfsensor.com. We get a free 15 day trial. The whole idea of a honey pot is that we can simulate a service that really does not exist on our machine. This will attract hackers the way a honey pot attracts bears or honeys. We can thus understand what a hacker does to our system if we had such a service running. Thus the whole idea of a honey pot is simple, create a service like an echo service that  does not exist on your system, a outsider does not know that we have honey pot installed as the system will behave in the same way. Thus an echo service simply echoes an output, the honey will do the same. Thus the guys who write a honey pot have to be very clear that they have to simulate how the actual service will behave. 

While installing a honey pot we made it into a service so that it starts on automatically whenever we start windows. The Kfsensor program will reside on our tray and when we double click we will see a list of services on the left divided into two groups tcp and udp. Below them we see the individual services. Clicking on each gives us on the right pane the activity that has taken place on each of these services. Lets now write a C program that simulates the services.

Client.c

#include <windows.h>

SOCKET s;

struct sockaddr_in A;

int d ;

WSADATA ws;

char aa[1000],bb[1000];

int main(int argc, char *argv[])

{

if ( argc != 4)

{

printf("client <port no> <ip address> <data>\n");

return;

}

WSAStartup(0x202,&ws);

s = socket(AF_INET, SOCK_STREAM, 0);

printf("s=%d\n",s);

A.sin_family = AF_INET;

A.sin_port = htons(atoi(argv[1]));

A.sin_addr.s_addr = inet_addr(argv[2]);

connect(s, &A, sizeof(A));

strcpy(aa,argv[3]);

send(s, aa , strlen(aa)+1,0);

recv(s,bb,100,0);

printf("Received from Server:%s\n",bb);

}

All that the above program does is that it asks for three arguments, the port number of the service we to connect to, Ip address of the server and the data to be send. We start by running the following.

Client 80 127.0.0.1 Vijay

s=932

Received from Server:Vijay

We have send Vijay to the echo server that we do not have running on our windows box and Kfsensor sends us back the same data. When we activate kfsensor, it shows us & Echo Recent activity. In the second pane we have 7 columns. The first is a id given to each packet, the second the date and time the connection was made, third the protocol used, TCP, next the port number used 7, the name of the service ECHO, the last three are redundant information now but if we click on TCP then we get all TCP activity, and if we click on Main Scenario we see all TCP as well as UDP activity. The most important column is visitor. We get the name vmci when we make a connection, When an outsider makes we get the actual IP address. The last column is the data we send across. 

We now connect to the smtp port as 

Client 25 127.0.0.1 Vijay

s=932

>>>>220 www.mukhi.com Microsoft ESMTP MAIL Service, Version: 6.0.2600.1106 ready at  Fri, 10 Jun 2005 10:52:47 +0000

Whenever we connect to a SMTP server we are not supposed to send something, it will send us a greeting. When we installed kfsensor, we called ourselves www.mukhi.com. This is why the SMTP server is giving us a reply saying that we are www.mukhi.com. We could actually ask the smtp server to send us an entire e-mail.

Client 80 127.0.0.1 Vijay

s=932

Received from Server:HTTP/1.1 400 Bad Request

Content-Type: text/html

Server: Microsoft-IIS/6.0

Date: Fri, 10 Jun 2005

We make sure that we have no http server on and when we connect to our dummy one we get an error saying bad request. Double clicking on the request in the second pane gives us a dialog box with a lot more information. 

#include <windows.h>

SOCKET s;

struct sockaddr_in A;

int d ;

WSADATA ws;

char aa[1000],bb[1000];

int main()

{

WSAStartup(0x202,&ws);

s = socket(AF_INET, SOCK_STREAM, 0);

printf("s=%d\n",s);

A.sin_family = AF_INET;

A.sin_port = htons(80);

A.sin_addr.s_addr = inet_addr("127.0.0.1");

connect(s, &A, sizeof(A));

strcpy(aa,"GET / HTTP/1.1\r\nAccept: */*\r\nAccept-Language: en-us\r\nHost: 127.0.0.1\r\n\r\n");

send(s, aa , strlen(aa)+1,0);

recv(s,bb,1000,0);

printf("Received from Server:%s\n",bb);

}

s=928

Received from Server:HTTP/1.1 200 OK

Content-Length: 1846

Content-Type: text/html

Content-Location: http://127.0.0.1/iisstart.htm

Last-Modified: Fri, 19 Apr 2002 11:24:00 GMT

Accept-Ranges: bytes

ETag: "4caaa1408e83a5c:6a8"

Server: Microsoft-IIS/6.0

Date: Fri, 10 Jun 2005 06:03:25 GMT

Connection: close

The only reason we wrote a separate program is that the naqli web server wants some extra headers. Seeing the page in the browser shows us how we are fooled into believing there is an actual web server running. 

The Achilles proxy is available at the url http://i.b5z.net/i/u/1268303/f/tools/achilles_0_27.zip. The base url is http://www.mavensecurity.com/achilles. We unzipped it in the C:\Achilles directory and ran the program Achilles. We changed no setting at all and started on IE. We clicked on menu tools, internet options and then click on the tab Connections and then settings. The second part of the dialog box speaks of proxy settings and we click on the check box use Proxy server. We then key in our local host IP address 127.0.0.1 and the ort number as 5000.  This is because Achilles by default listens to port number 5000. We then restart IE for sake of abundant caution. We then move to Achilles and there we check the first three check boxes under Intercept mode, Intercept mode on, intercept client data, intercept server data. We then click on the first picture on the tool box under the menu to start the proxy. We then write http://70.0.0.2/a.html. This is the output we get in the proxy. 

GET /a.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-powerpoint, application/vnd.ms-excel, application/msword, application/x-shockwave-flash, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 2.0.50215)

Host: 70.0.0.2

Proxy-Connection: Keep-Alive

We change the file name from a.html to zzz.html and click on send. Each time data comes from 70.0.0.2 it comes to us first and we have to click on send or else the data will not reach the browser. Finally as page zzz.html is not there on the web site we will get an error.

We then moved to the second computer on our lan and loaded on IE. We then clicked on Tools, Internet Options, Connections, and clicked on LAN settings and not dial up networking settings like we did earlier. We get the same proxy settings and here we click on the same check box but for IP address we write 70.0.0.10 and port number 5000. This is how we can have one connection to the net and multiple computers use the same connection using a proxy. This time we first stopped the proxy by clicking on the second toolbar item, unchecked the three options and restarted the proxy. No point in each time asking for permissions. 

The Spike Proxy

We downloaded the spike proxy as http://www.immunitysec.com/downloads/SP148.zip. We unzipped into C:\ and this created a directory C:\spikeProxy. We ran our batch file runme. Then depending upon whether we surf our net as a Dial up or network we change the proxy settings of our port to 8080 and not 5000 as before. In this case we see all the network traffic zooming through. We see only headers and no actual data. To see more options open a browser and  write http://spike/ for a browser user interface. Spike is also a vulnerability  scanner. 

